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T he internet is a must for us, but not all

B

services are in good faith. To use it,

you need to take appropriate measures.
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he use of the Internet is dangerous
T because Internet technology is abused
to send unsolicited emails and malware,
invade computers, commit fraudulent acts,
steal personal and important information,
and invade privacy. Danger is always just

around the corner.
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n order to use the Internet correctly and
I with peace of mind, it is important for
each person to protect the information
security of the computer, which also leads to

the safety of other users.
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lease acquire the correct knowledge of
P information security measures and
utilize the Internet by taking appropriate
"software

measures such as update"”,

"installation of antivirus software", and

of IDs and
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T he following is the
guideline for PC users, so please

follow it.

"appropriate management

passwords".
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What to do about PGCs,

applications and passwords
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Use of regular licensed products
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P lease purchase genuine product
software and use it correctly
according to the license agreement.
Make sure that the software you are using

is properly activated.
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f it is not a genuine product
I (licensed), uninstall it immediately
and obtain (purchase) a genuine
packaged product and a regular license in

the correct way.
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n the past, there have been cases of
I being warned by  copyright
protection groups due to license

violations.
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Apply the latest hotfix
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indows OS, Mac OS and
W applications are updated daily
for security measures and hotfixes are
provided. (The same applies to

smartphones and tablets using iOS and

Android OS.)
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e sure to apply a hotfix such as
B Windows Update to avoid security
risks. We recommend that you set the
hotfix to be applied automatically. Boot
your PC regularly (at least once a month)

to perform updates.
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P lease use the software (OS,
application, etc.) that is within the

support period.
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Anti-virus measures for PCs used at the

University of Yamanashi
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P lease install, enable, and use paid
antivirus software on PCs used at

the university.
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t University of Yamanashi, the
A- university purchased a paid virus
buster and lent it to faculty members,
researchers, and students belonging to
University of Yamanashi free of charge.

Please use it.
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Anti-virus measures

for PCs used at home
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f you want to use the files handled by
I the university PC on your home PC,
or if you bring your home PC to the
university and use it, install and activate
the paid antivirus software on your home

PC as well.
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f you do not have anti-virus
I measures, you are prohibited from
using files handled by the university PC
on your home PC or using your home PC

at the university.
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Update antivirus software
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fter installing the antivirus
A software, connect to the Internet
and update the software itself and the
"pattern file" frequently. If you have an
automatic update feature, make sure to

enable it.
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B oot your PC regularly (at least

once a month) to perform updates.
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Password of your account
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he account password should have
T atleast one letter using each of the
following: uppercase letters, lowercase

letters, numbers, and symbols, for a total

s
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Prohibition of installation of non-

of eight letters or more.
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Don't be supposed to do.

authorized software
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o not install any software other
D than the one purchased through

the regular route.
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ome of the software sold at
S extremely low prices has been
illegally modified and recreated as
spyware, making it extremely dangerous

to use.
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I n particular, such software has been

reported in software such as Adobe

JE

Prohibition of browsing websites not

Acrobat/Creative Suite, etc.
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related to research, learning, business,

etc.
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P lease do not browse websites that

are not related to research,
learning, work, etc. as much as possible.

If necessary, please browse at home.
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his is because there is a risk that

T malicious software will be

downloaded and installed by browsing

the website or clicking the link.
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Do not click on pop-ups and banner ads

displayed on websites
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lease do not click on the pop-ups
P or banner ads displayed on
websites. This is because there is a risk
that malicious software will be

downloaded and installed.
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Prohibition of using file
sharing (P2P) software and download

manager
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se of file sharing (P2P) software

U and download managers
("Napster", "Winny", "BitComet",
"Vuze", "Shareaza", "xunlei", etc.) is

prohibited.

Free installation of

freeware prohibited
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S ome freeware is called spyware,
which  uploads information

collected from a PC to a specific site.
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Ithough it is common in other
A- countries, there are things that are
considered illegal in Japan, so when
installing freeware, install it after
obtaining permission from the PC
administrator (teacher of the course or
department information system

administrator / operation manager).
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Prohibition of using WEB services that

involve uploading files
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P lease do not use WEB services
(available from browsers) such as
converting files to PDF, converting PDF

to Word / Excel, and converting
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winmail.dat files to their original format.
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T

site side.

his is because there is a risk that

the file will be held unfairly on the
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Prohibition of using free Wi-Fi off

campus
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AW

outside the university, do not use free

hen accessing various services of

University of Yamanashi from

Wi-Fi in the city or in stores.
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T

eavesdropped  on

his is because there is a risk that
important information will be
because  the
communication is not encrypted, or there
is a possibility that the Wi-Fi station aims
to steal the important information of the

user from the beginning,.
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Things that need attention (you should be

careful about)

14, USB =Y LEoME

;% N

1 5. E-Mail offiH

Precautions when using -

USB memory
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T

infections spread via USB memory.

here are many cases where

computer viruses and malware

Perform a full scan with antivirus
software each time you insert the USB

memory into your PC.
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E

unless it is a full scan, so be sure to do it

ven if antivirus software is enabled,

the virus may not be detected

thoroughly.

Using E-Mail

g
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o not send sensitive information
D by email without encryption or
password setting. Also, when giving the
password to the other party, please use a
means other than e-mail as much as

possible.
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I f you have no choice but to send the
file by email, please send it by
another new email instead of replying to

the email that sent the file.
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Dealing with links (URLs) in SMS and

email messages
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Please follow the rules below.
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F rom an unfamiliar source: Never

click (or tap).
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rom a source you remember:
F Check the "domain name" of the
actual valid URL, compare it with the
domain name of the legitimate site, and

make sure it is correct before accessing.

17. 77 ANBEEFOFRR

Display file extension
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ake sure to set the file extension

M to "display" by default. It's a

clear indicator of whether a file needs

attention.

18. A—=nAEfF7740

DEHK >
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attachments
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Please follow the rules below.
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N ever open and throw away

attachments sent by unfamiliar

sources.
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he file attached to the email
T should not be opened by double-
clicking, but downloaded to the local PC,

checked for viruses, and then opened.
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n particular, extensions such as "exe",
I "doc | docx", and "xlIs | xlsx" (MS
Office files) should never be opened

links (URLSs) or attachments

without virus checking.
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Don't try to access
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D on't try to access or open files just
out of interest, if the message

comes from a source you don't know. You

may encounter an unexpected security

accident
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Inquiry : Information Systems A E

Division

-HFx Y SR ERAT A TEELF
Kofu Campus : Information Media
Center 1F
E-Mail : joho@yamanashi.ac.jp

- BRI e ViR EE3F
School of Medicine Campus:
Administration building 3F

E-Mail : joho-med@yamanashi.ac.jp
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